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Sicherheits-Schulung
Gesamtuberblick

Sicherheitshenchmarks setzen Sicherheitsstandards

= Center for Internet Security
m Ziele
= Plattformen
= Was wird getestet?

= Microsoft Management Console
m Security analysis and configuration
= Hfnetchk

= Microsoft Baseline Security Analysis 1.2.1
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Sicherheits-Schulung
Ziele

Sicherheitshenchmarks setzen Sicherheitsstandards
» Soll Standards setzen

= Soll Druck austiben
m OS Herstellerfirmen
= SW Herstellerfirmen
= Firmen, die die SW, das OS einsetzen (KontragG)

Soll einfach zu bedienen sein

Soll Wettbewerb auslosen

Zertifikate fordern

Soll, naturrlich, das Netz sicherer machen

Zielerreichung: Stelle Benchmark zur Verfligung!
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Sicherheits-Schulung
Security Benchmarks Standards

CIS Foundation Standards

BS7799
IETF site security handbook (rfc2196)

The Information Systems Audit and Control Association
(ISACA)

FISCAM (Federal Information System Controls Audit
Manual)

Generally Accepted System Security Principles
sponsored by the International Information Security
Foundation (I°SF)

NIST Principles and Practices for Securing IT Systems

SysTrust™ Principles and Criteria for Systems
Reliability (AICPA), Version 2.0
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Sicherheits-Schulung
Center for Internet Security

) Center for Internet Security - Standards - Mozilla Firefox -0l =]
Datei Bearbeiten  Ansicht Gehe  Lesezeichen Extras  Hilfe

(\:3 - E';,;\,v - gj @ @ ||_| httpe: v, dsecurity.org/ j @ Go ||E|_v

@ Erste schritte B Aktuelle Nachrichte. ..

SITEMAP CONTACT US  PRIVACY POLICY

the CENTER for

INTERNET SECURITY

HOME  WHAT'S NEW  WHAT IS CIS?  BENCHMARKS/TOOLS  OTHER RESOURCES JOINUS  TESTIMOMNIALS  FAQ

Become a CIS member! CIS BENCHMARKS/SECURITY TOOLS | Members Site

for more fnio }) Now Available, Free of Charge! e
ANNOUNCEMENTS \

. Operating Systems
More than 170 members worldwide! L 0 April 15th, 2005 — CIS releazes
for more info “ Benchmark Version Updated Benchmark for Solariz 10, Wirsless
Windows XP Professional 1.3 10/20/2004 Hetworks, Alx, Oracle 9110g, and Mac
Windows Server 2003 1.1 1202004 e
Find Out How To Get Involved! Windows 2000 Professional 221 12M 72004 April 12th, 2005 — CIS Security
for more info “ Windows 2000 Server 221 121712004 Software Certification awarded to
Windows 2000 1.2.2 02/04/2005 Belarc's BelSecurs 2002 v7.0 for the
CIS Benchmarks for Windows XP
Windows NT 1 03042005
US Federal, state and local A 05 1o S w1.3.0, 2000 Level 1 v2.2.1, Server
government agency license. s e A : =esielis 2003 DC v1.1, Server 2003 DM v1.1,
for more info “ FreeBSD 1.0.4 081 1/2004 2000 Pro Level 2 v2.2.1, and 2000
Salaris 10 2.0 04/15/2005 Server Level 2 v2.2.1.
Click H for information.
. Solaris 2.5.1 - 8.0 13 0871172004 e e
EDUCAUSE Member License Linune e s o o e e -

| Fertig o
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Sicherheits-Schulung
Security Benchmarks CIS W2K

Eigenschaften der Benchmark Sicherheitseinstellungen
= Auch von unerfahrenen Administratoren zu realisieren
= Umsetzung stort den ,normalen® Betrieb nicht

= KOnnen mit dem Benchmark scoring tool evaluiert
werden

Level | Benchmarks testen das Betriebssystem
Level Il Benchmarks testen Applikationen

Zur Zeit sind alle Testgruppen gleich gewichtet.
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Sicherheits-Schulung

Security Benchmarks CIS W2K cis.inf

, Windows 2000 Level I Security Scoring Tool ¥1.0.0

=10l x|

ENTER FOR

INTERN ET SECURITY.

| Windows 2000 Level I Security Scoring Tool - Host Based - v1.0.0

Computer: INENNKEH-NB OVERALL SCORE: |1|1|:|
Scan Time: IIII4.EIEI.2EII]2 180752 — Service Packs and Hotfixes
~Scoring Service Pack: Ig Scores (1 667
Hatfixes Needed: ||:| Scores (1 667
Generate Score |
Hotfixes Meeded |
Select Securnty Template:
cis.inf j —Account and Audit Policies
MNan-Expiring Fazswaords: ||:| Scores (1 667
Policy Mismatches: ||:| Scores (1 667
— Reparting
Summary Report — Securty Optionz
Restrict &Anorypmous: Ig Scores (1 667
Secunty Template Scan Log Security Options Mismatches: ||:| Scores (1 667

Deszigned by Kermy Steele, Paul Bible, Carey Badeausx, and Ron King.
Pleaze direct all techrical feedback to win2k-zcani@cizecunity,. org.
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Sicherheits-Schulung
Security Benchmarks CIS W2K wor

| Windows 2000 Level I Security Scoring Tool ¥1.0.0 =10 x|

ENTER FOR

INTERN ET SECURITY.

| Windows 2000 Level I Security Scoring Tool - Host Based - v1.0.0

Computer: INENNKEH-NB OVERALL SCORE: IE}
Scan Time: ||:|4_1 02002 2032031 — Service Packs and Hotfixes
~Scoring Service Pack: Ig Scores (1 667
Hatfixes Needed: ||:| Scores (1 667
Generate Score |
Hotfixes Meeded |
Select Securnty Template:
w2k_workstation.inf j —Account and Audit Policies
MNan-Expiring Fazswaords: ||:| Score; |1 BE7
Policy Mismatches: I.q Score; ||:|
— Reparting
Summary Report — Securty Optionz
Restrict &Anorypmous: Ig Score; |1 BE7
Secunty Template Scan Log Security Options Mismatches: |3 Score; ||:|

Deszigned by Kermy Steele, Paul Bible, Carey Badeausx, and Ron King.
Pleaze direct all techrical feedback to win2k-zcani@cizecunity,. org.

kKstation
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Sicherheits-Schulung
Security Benchmarks CIS W2K

3 C:"Program Files"CIS"SECEDIT.TXT =0 x|
J File Edit ‘Wwiew Favorites Tools  Help :I:
J $=Eack -~ = - (£ 3 | ‘Qisearch  [G|Favorites ¢ @History | EaR =N |
| Address |[Z] C:iPragram Files\CIS|SECEDIT. TXT | @so
inalyze ZelletworkLogonEight. [
Hizmatch - ZeletworkLogonEight. -

inglyze ZeTochPrivilege.
inglyze SeMachinelccountPrivilege.
inglyze ZeBackupPrivilege.
inglyze SeChangelNotifvyPrivilege.
Hizmatch - ZeChangelotifvPrivilege.
inglyze SelvatemtimePrivilege.
inglyze SeCreatePagefilePrivilege.
inglyze ZeCreateTokenPriviledge.
inalyze SeCreatePermanentPrivilege.
Anglyze ZelebugPrivilege.
Hizmatch - ZelbebugPrivilege.
inglyze SeBemotelhutdownPrivilege.
Anglyze ZeluditPrivilege.
inglyze SelncreazeuotaPfrivilege.
Lnglyze ZelncreazsebBasePriorityPrivilege.
inglyze SeloadlriverPrivilege.
inglyze SelockMemorvPrivilege.
inglyze ZeBatchlLogonBRight.
Lnalyze ZelfervicelogonBight.
inglyze SelnteractivelogonRight.
Hizmatch - ZelnteractivelogonRight.

Lnalyze ZelfecurityPrivilege. —J:J
4

4| . . L - . | _—
|@ Done I_ I_ |@. My Compuker i
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Sicherheits-Schulung
Security Benchmarks mmc |

':m Consolel - [Console Root', Security Configuration and Analysis] - |EI|£|

DEE| @ | -l8x

J[‘%] Console  window  Help

J Ackion  View  Favorites

e = | &m @

Tree I Favorites | =]
(3 Console Root Security Configuration and
- @ Security Canfiguration .
Analysis
To Open an Existing Database
1. Right-click the Security Configuration and Analysia scope
item
2. Click Open Database
3. Select a database, and then click Open
To Create a New Database
1. Right-click the Security Configuration and Analysia scope
item
2. Click Open Datahase
3. Type a new database name, and then click Open
4. Select a security template to import, and then click Open
A B =l
|Dn:|ne
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Sicherheits-Schulung
Security Benchmarks mmc ||

':m Console? - [Console Root' Security Configuration and Analysis' Local Policies'|User Rights Assig

Jwﬁ Console  Window  Help |J D = E |

=10l x|

=8|

J Ackion  View  Favorites

&= | am x B @

Tree I Favarites I

Palicy  #

| Database Setking

| Cormputer Setking

[ Console Root
EI@ Security Configuration and Analysis
-2 Account Policies
EI Local Policies
- -2 Audit Policy
kL Iser Rights Assignrment
; Security Opkions
5 Ewent Log
#-_8 Restricted Groups
-8 System Services
-8 Reqistry
@ File System

F'.-:l:ess this computer from the net. ..
F'.n:t as part of the operating system
.ﬁ.dd workstations to domain
Beu:k up files and directories
B';.fpess kraverse checking

Change the syskem time

Creete a pagefile

Creete a token object

Creete permanent shared objects
Debug programs

Deny access bo khis compuker From, ..
Deny logon as a batch job

Den';.f logon as a service

Dery logan locally

Enel:ule computer and user account...
Feru:e shukdown from a remate sy...
Generate security audits
Iru:reese quokas

Iru:reese scheduling priarity
Leed and unload device drivers
Lu:u:k pages in mermory

Leg an as a batch job

Leg an as a service

Leg on locally

Isers, Administrators

Administrators
sers

Adminiskrators
Administrators

Administrators
Administrators

Administrators
Administrators

sers, Administrators

*5-1-5-21-1923175...

Administrators

*5-1-5-21-1923175...

Administrators
Administrators

Administrators

Administrators

Administrators
Administrators
Administrators

*5-1-5-21-1923175...
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Sicherheits-Schulung
Security Benchmarks mmc Il

|J fckion  Wiew |J e = | | >~ | @

=10l x|

Tree I

@ Security Settings
B8 Account Policies
-8 Password Policy
8 Account Lackaut F
=18 Local Palicies

-8 Audit Palicy

@ Iser Rights Assigr
@ Security Cptions
#-[Z3 Public Key Palicies

EEI--'.g IP Security Policies on

Palicy  /

| Local Sekting

| Effective Setking

.ﬂ.dministreters

.ﬂ..:l: as park af the operating syskem
.ﬁ.u:h:l workstations ko domain
Eieu:k up files and directaries
Bypess kraverse checking
Chenge khe syskem kime

Create a pagefile

Create a token object

Create permanent shared objecks

LU programs

Den';.-' logon as a batch job
Deny logon as a service

Deny logon locally

Ferce shutdown From a remate sy, ..
Generete security audits
Inn:reese quatas

Inu:reese scheduling priority
Lee-:l and unload device drivers
Ll:n:k pages in memary

Leg an as a batch job

Leg an as a service

Leg an locally

Menege auditing and security log
@Medifv firrware environment values

Den';.-' access ko this computer From, ..

Enel:ule computer and user accountk, .,

MEMMKER-MEB\MeRM. ..

Administrators

*5-1-5-21-1923175..,

Administrators
Administrators

Bdministrators

Administrators

Administrators
Administrators
Administrators

MEMMKER-MB\Menn. ..

Administrators
Administrators

MEMMKER-MEB\MeRM. ..

Administrators

*5-1-5-21-1923175..,

Administrators
Administrators

Bdministrators

Administrators

Administrators
Administrators
Administrators

MEMMKER-MB\Menn. ..

Administrators
Administrators

=
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Sicherheitsbenchmarks
Microsoft Baseline Security Analysator

= Seit 8. April 2002 verfugbar

= Benutzt ebenfalls hfnetchk (dll)

= Englisch

= Remote scan ist moglich !

= Scan nur mit Administrator Rechten
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Sicherheitsbenchmarks
MBSA Welcome

&£ Microsoft Baseline Security Analyzer O] x|

© Baseline Security Analyzer

Willkommen

Microsoft Baseline Securty Analyzer lgin Sicherheitsanalyseprogramm) Uberprift Computer urter
Microsoft Windows® Server 2003, Windows XP, Windows 2000 oder Windows® NT 4.0 auf
typische Sicherheitsfehlkonfigurationen. Sie mdssen fur jeden zu Uberprifenden Computer dber
Administratorberechtigungen verflgen.

[ Willkkommen

[ Einen Computer zur Dbempnifung

rahl .
anEn (bemprifungen kinnen lokal oder remote for Computer unter Windows Server 2003, Windows XP,

Windows 2000 und Windows NT 4.0 durchgefihrt werden. Beachten Sie, dass fur Computer unter
Windows XP, auf denen einfache Datefreigabe verwendet wird, nur lokale Dbeprifungen
durchgefuhrt werden konnen.

[ Mehrere Computer zur Uberprifung
wahlen

[l Einen Sicherheitsbericht zum
Anzeigen wahlen

[ Sicherheitsbercht anzeigen EJ Einen Computer Gberprifen

E] Mehrere Computer Obempnifen

Siehe auch

] Microsoft Baseline Security
Analyzer-Hilfe

[ Info
] Microsoft-Website zur Sicherheit

EJ Yorhandene Sicherheitsberchte anzeigen

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. Alle Rechte vorbehalten.
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Sicherheitsbenchmarks
MBSA Pick a computer to scan

& Microsoft Baseline Security Analyzer =10l x|
m - Microsoft = .
© Baseline Security Analyzer

Einen Computer zur Uberpriifung wahlen

Geben Sie den Computer an, den Sie dberprifen mochten. Sie konnen entweder den Mamen des
Computers oder seine |P-Adresse eingsben.

[ Willkkommen
[J Einen Computer zur Dberprifung

wahlen Computemame: [BU-TZ\WADE3ESY0063028 x|  (dieser Computer)
[ Mehrere Computer zur Dbemprifung ) .

wahlen e I : I . I : I ;I
[ Einen Sicherheitsbercht zum HName des IED?" %C% (%T%)

Anzeigen wahlen Sicherheitsberichts: :

%0% = Domane, %C% = Computer, % T% = Datum und Uhrzeit,
LR = |P-Adresse

Optionen: ¥ (bemnifung auf Windows-Arfalligkeiten
¥ Auf schwache Kennwaorter Ubemprifen
W Auf 115-Anfaligkeiten (berprifen
¥ Auf 5QL-Arfaligketen Gberprifen
¥ ax Sicherheitsupdates Ubemnifen
r SL5-Server verwenden:
Il'rl'tp:.-".-’I:ueﬂ*:u:um-sus.blnﬂE.teleku:um.de |

Weitere Informationen (ber Uberprifungsoptionen

[ Sicherheitsbercht anzeigen

Siehe auch

[J Microscft Baseline Security
Analyzer-Hilfe

[ Info
[] Microscft-Website zur Sicherheit

g] Dberprifung starten

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. Alle Rechte vorbehalten.
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Sicherheitsbenchmarks
MBSA Sicherheitsbericht

&£ Microsoft Baseline Security Analyzer

m - Microsoft

] Willkkommen

[ Einen Computer zur Dbempnifung
wahlen

[ Mehrere Computer zur Uberprifung
wahlen

(] Einen Sicherhetsbericht zum
Anzeigen wahlen

[ Sichereitsbericht anzeigen

Siehe auch

] Microsoft Baseline Security
Analyzer-Hilfe

[ Info
] Microsoft-Website zur Sicherheit

© Baseline Security Analyzer

Sicherheitsbericht anzeigen

Sortiemeihenfolgs: |‘.".|'ertung [mchlechteste zuerst};l

Uberpriifungsergebnisse fiir Sicherheitsupdates

Windows- Einige Sicherhettsupdates konnten nicht bestatigt werden
Sicherhettsupdates (Anzahl: 1).

Gegenstand der Ubemprifung
Vorgehensweise zur Behebung

( MDAC- Es fehlt kein kntisches Sichemeitsupdate.
Sicherheitsupdates Gegenstand der Ubempnifung

*

Ergebnisdetails

Uberpriifungsergebnisse fiir Windows

Anfilligkeiten

:_:] Vaorheriger Sicherheitsbericht Machster Sicherheitsbericht E_:J

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. Alle Rechte vorbehalten.

=101 |
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Sicherheitsbenchmarks
Security Benchmark CIS Solaris

m Der alteste der CIS Benchmarks

= SUN Package

= Gutes Abstimmung zwischen Ergebnisdarstellung und
Benchmark Dokumentation
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Sicherheitsbenchmarks
Security Benchmark CIS Solaris

*** CIS Ruler Run ***
Starting at time 20020409-14:07:24

Negak! s

Positive

Positive:
Positive:
Positive:
Positive:
Positive:
Positive:
Positive:
Positive:

Pos
Pos
Pos
Pos
Pos
Pos

t
t
t
t
t
t

IEIEIEIEIEIEI

e
e:
e:
e-
e
e

Positive:
Positive:
Negative:
Negative:
Negative:
Negative:

WWWWUWWWWUWWWWUWNININNNNNN
OONOUTRARWNPFPOONOUIRWN

t;h%wﬁxﬁtem appears not to have been patched within

telnet 1s deactivated.

Ttp i1s deactivated. i

rsh, rcp and rlogin are deactivated.

tftp 1s deactivated. i

network printing_is deactivated.

rquotad 1s deactivated. i

CDE-related daemons are deactivated.
kerberos net daemons are deactivated.
Miscellaneous scripts are all _turned off.
NFS Server script nfs.server 1s deactivated.
This machine isn"t being used as an NFS client.
rpc rc-script i1s deactivated.

ldap cache manager i1s deactivated. _

The printer iInit scripts are deactivated.
volume manager i1s deactivated.

Graphical login 1s deactivated.

Mail daemon 1s not listening on TCP 25.

.10 Apache web server rc-script _not deactivated.
-11 snmp daemon should be deactivated.

.13 Serial _login prompt not disabled.

.12 1netd 1is still active.
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Sicherheitsbenchmarks
Security Benchmark CIS Solaris

= Zugaben:
m  Configurator
= FBI Vulnerabilities Scanner

IP-Schulung: Benchmarks
Axel Nennker

WISE 2005

Folie 19



Sicherheitshenchmarks
Zusammenfassung

Sicherhelt ist ein Prozess

Standards flr die Organisation setzen
Wettbewerb zwischen den Administratoren
Best-practice, Due Diligence, KontrakG, Industriestandard
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Sicherheitshenchmarks
Ansprechpartner

Axel Nennker
T-Systems International GmbH
SSC ENPS / Technologiezentrum

Tel: 030/ 34 97 - 3256
Fax: 030/ 34 97 - 3257
email: axel.nennker@t-systems.com

Fragen???
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